
 

Duty to inform customers according to 
GDPR Article 13 and Article 14  

The protection of your data and the transparency of its processing is very important to us. Therefore, 
we hereby comply with our obligation to provide information about the circumstances of processing in 
accordance with Article 13 and Article 14 of the General Data Protection Regulation (GDPR). 
 
The following rights result from the the processing of your personal data:   
a. Right to information (see Article 15 GDPR)  
b. Right to rectification (see Article 16 GDPR).  
c. Right to erasure (see Article 17 GDPR)   
d. Right to restriction of data (see Article 18 GDPR).  
e. Right to object (see Article 21 GDPR).  
f. Right to data portability (see Aricle 20 GDPR)  
  
Right of withdrawal: If the processing is based on GDPR Article 6 (1)(a) or GPDR Article 9 (2)(a), you 
have the right to withdraw your consent at any time. Previously processed data remain unaffected by 
the revocation. 
 
Contact details of the data protection officer: Regina Stoiber, Datenbeschützerin GmbH, Unterer Sand 
9, 94209 Regen, phone: 09921 88 22 9000, e-mail: info@datenbeschuetzerin.de   

You have the right to lodge a complaint with a supervisory authority if you believe that your personal 
data is being processed unlawfully.   
 
Bayerisches Landesamt für Datenschutzaufsicht (BayLDA) 
Promenade 18 
91522 Ansbach 
Telefon: +49 (0) 981 180093-0 
Telefax: +49 (0) 981 180093-800 
E-Mail: poststelle@lda.bayern.de  
 
Die verantwortliche Stelle für die Datenverarbeitung ist:  

GenISys GmbH 
Vertreten durch: Herrn Ulrich Hofmann 
Inselkammerstraße 5 
82008 Unterhaching 
 
Phone: +49 (89) 9545364 0 
E-Mail: info@genisys-gmbh.com  
 
The controller is the natural or legal person who alone or jointly with others determines the purposes 
and means of the processing of personal data (e.g. names, e-mail addresses, etc.). 
 
Data transfer to third countries (countries outside the European Economic Area - EEA) only takes 
place if this is necessary for the execution of the service contract or if you have given us your consent 
or if this is otherwise legally permissible. In this case, we take measures to ensure the protection of 
your data, for example through contractual regulations. We only transfer data to recipients who ensure 
the protection of your data in accordance with the provisions of the GDPR for transfers to third 
countries (GDPR Article 44 to 49).  
 

mailto:poststelle@lda.bayern.de
mailto:info@genisys-gmbh.com
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1  Data processing in the context of order processing 

1.1 Order entry and processing 
 

To process your order or request, we collect personal data from contact persons (name, address, e-
mail address, telephone number, cell phone number) as part of the process. Your data is entered into 
our central system and stored there.  

We have a weekly schedule for the written activity planning of our projects, which may also contain 
personal data in the form of customer master data and project information. 

The processing is based on a contract or pre-contractual measure in accordance with Art. 6 para. 1 lit. 
b GDPR.  

Data is forwarded internally to the necessary departments and, if necessary, to external bodies (e.g. 
legal advice, press) that are subject to confidentiality / (e.g.: shipping service providers/business 
partners/subcontractors) in order to be able to process the order further. We have commissioned an 
external service provider to provide technical support for our IT systems: Fellow Consulting AG, 
Anzinger Straße 21, 85586 Poing, Germany. An order processing contract has been concluded with 
the service provider.  

The data is stored in accordance with the statutory retention obligations. If no contractual relationship 
is established, your data will be deleted after one year without active contact. 

1.2 Order and dispatch 
Personal data is collected for ordering and shipping in order to be able to allocate the goods to the 
customer. If you order directly from us, you will receive a delivery bill issued by us. Your data (name, 
address) will be transmitted to the shipping service provider to process the shipment.  

The processing is based on a contract or pre-contractual measure in accordance with Art. 6 para. 1 lit. 
b GDPR.  

The data is passed on to internal departments and to the shipping service provider. 

The data is stored within the scope of the statutory retention obligations. 

1.3 Communication 
To get in touch with you, we will send you an e-mail with further information to process your request, 
your order or as part of our general business relationship. Your e-mail address, the e-mail content and 
the history of the communication are recorded for this purpose. The emails are hosted by an external 
service provider. The provider is Microsoft Corporation, One Microsoft Way, Redmond, WA 98052, 
USA. An order processing agreement has been concluded with the provider. 

The company is certified in accordance with the “EU-US Data Privacy Framework” (DPF). The DPF is 
an agreement between the European Union and the USA, which is intended to ensure compliance 
with European data protection standards for data processing in the USA. Every company certified 
under the DPF undertakes to comply with these data protection standards. Further information on this 
can be obtained from the provider at the following link: https://www.dataprivacyframework.gov/list  

Furthermore, we can also call you by telephone using the telephone or cell phone number stored with 
us.  

https://www.dataprivacyframework.gov/list
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The processing of the data is based on the fulfillment of the contract in accordance with Art. 6 para. 1 
lit. b GDPR, which permits the processing of data for the fulfillment of a contract or pre-contractual 
measures (customer relationship, contracts with business partners).  

The data will only be passed on if this has been agreed with you or is necessary for the current 
business transaction. 

Your data will be stored on our systems within the scope of the statutory retention obligation. 

2 Data processing in IT systems  

2.1 Contact and address management 
To manage all contact information of business partners and customers, we store the contacts in our 
system, in which: name, contact person if applicable, address, telephone number, cell phone number 
and e-mail address are stored.  

The data collection is based on a legitimate interest in accordance with Art. 6 para. 1 lit. f GDPR in 
order to manage contact information of employees and business partners in an organized manner.  

Only our employees have access to this system. The external service provider Fellow Consulting AG, 
Anzinger Straße 21, 85586 Poing, Germany, has been commissioned to provide technical support. An 
order processing agreement has been concluded with the service provider.  

Your contact details will be stored in our system for the duration of the business relationship and for 
one year thereafter.  

2.2 Audio and video conferencing 

2.2.1 Data processing 
 

We use online conferencing tools, among others, to communicate with our customers. The individual 
tools we use are listed below. If you communicate with us by video or audio conference via the 
internet, your personal data will be collected and processed by us and the provider of the respective 
conference tool. 

The conferencing tools collect all data that you provide/enter to use the tools (e-mail address and/or 
your telephone number). The conference tools also process the duration of the conference, the start 
and end (time) of participation in the conference, the number of participants and other “contextual 
information” in connection with the communication process (metadata). 

Furthermore, the provider of the tool processes all technical data that is required to process the online 
communication. This includes, in particular, IP addresses, MAC addresses, device IDs, device type, 
operating system type and version, client version, camera type, microphone or loudspeaker and the 
type of connection. 

If content is exchanged, uploaded or provided in any other way within the tool, it is also stored on the 
tool provider's servers. Such content includes, in particular, cloud recordings, chat/instant messages, 
voicemails, uploaded photos and videos, files, whiteboards and other information shared while using 
the service. 

Please note that we do not have full control over the data processing operations of the tools used. Our 
options are largely determined by the company policy of the respective provider. Further information 
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on data processing by the conference tools can be found in the privacy policies of the tools used, 
which we have listed below this text. 

2.2.2 Purpose and legal basis 
The conference tools are used to communicate with prospective or existing contractual partners or to 
offer certain services to our customers (Art. 6 para. 1 lit. b GDPR). Furthermore, the use of the tools 
serves the general simplification and acceleration of communication with us or our company 
(legitimate interest within the meaning of Art. 6 para. 1 lit. f GDPR). If consent has been requested, the 
tools in question are used on the basis of this consent; consent can be withdrawn at any time with 
effect for the future. 

2.2.3 Storage period 
The data collected directly by us via the video and conference tools will be deleted from our systems 
as soon as you ask us to delete it, revoke your consent to storage or the purpose for data storage no 
longer applies. Stored cookies remain on your end device until you delete them. Mandatory statutory 
retention periods remain unaffected. 

We have no influence on the storage period of your data that is stored by the operators of the 
conference tools for their own purposes. For details, please contact the operators of the conference 
tools directly. 

2.3 Conference tool in use 

We use the following conference tool: 

2.3.1 Microsoft Teams 
We use Microsoft Teams. The provider is Microsoft Corporation, One Microsoft Way, Redmond, WA 
98052-6399, USA. Details on data processing can be found in the Microsoft Teams privacy policy: 
https://privacy.microsoft.com/de-de/privacystatement. 

2.3.2 Order processing 
We have concluded a data processing agreement (DPA) with the above-mentioned provider. This is a 
contract prescribed by data protection law, which ensures that the provider only processes the 
personal data of our website visitors in accordance with our instructions and in compliance with the 
GDPR. 

The company is certified in accordance with the EU-US Data Privacy Framework (DPF). The DPF is 
an agreement between the European Union and the USA, which is intended to ensure compliance 
with European data protection standards for data processing in the USA. Every company certified 
under the DPF undertakes to comply with these data protection standards. Further information on this 
can be obtained from the provider at the following link: https://www.dataprivacyframework.gov/list  

2.4 File exchange and storage via Nextcloud 
We use the free software NextCloud for file exchange and storage. The synchronized data can be 
accessed at different locations and on different devices via a web browser or corresponding clients.   

NextCloud enables us to integrate a folder structure on our system in which you can upload content. 
When you upload content, it is stored on our servers. 

NextCloud is used on the basis of Art. 6 para. 1 lit. f GDPR. The controller has a legitimate interest in 
a reliable and efficient data exchange system. 

https://privacy.microsoft.com/de-de/privacystatement
https://www.dataprivacyframework.gov/list
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2.5 Guest-WLAN 
We offer our guests the option of Internet access. You will receive access to our guest WLAN for this 
purpose. You can obtain access by asking the manager or a member of staff responsible.  

Your name and log data will be stored in our system.  

The use of the WLAN is based on voluntary consent in accordance with Art. 6 para. 1 lit. a GDPR. You 
can revoke your consent informally at any time. However, this will mean that you will no longer be able 
to use the Internet access.  

The data will only be passed on if this has been agreed with you or is necessary for the current 
incident. Technical support is provided by the internal IT department 

The log data is stored for three months and then deleted from the system.  

3 Sales & marketing 

3.1 Newsletter and postal advertising 
We regularly send our customers newsletters with product information and new service offers. We use 
the address or e-mail address you provided to us at the beginning of our business relationship to send 
you the newsletter. The newsletter is sent via our CRM system. We work with an external service 
provider to support the CRM software. The employees of the service provider Fellow Consulting AG, 
Anzingerstraße 21, 85586 Poing, Germany, have access to the data.  

We have concluded an order processing agreement with the external service provider.  

Your data will be processed by us on the basis of a legitimate interest pursuant to Art. 6 para. 1 lit. f 
GDPR. The controller has a legitimate interest in communicating new technologies, process 
applications, product innovations or service offers to its customers. Sending e-mails or advertising to 
our existing customers is permitted.  

If you do not wish to receive advertising, you can object to the further use of your data for advertising 
purposes at any time by sending a message (e-mail, post). The data you provide us with for the 
purpose of subscribing to the newsletter will be stored by us until you unsubscribe from the newsletter 
and deleted from the newsletter distribution list after you unsubscribe from the newsletter. Data stored 
by us for other purposes remains unaffected by this. 

After you unsubscribe from the newsletter distribution list, we may store your e-mail address in a 
blacklist to prevent future mailings. The data from the blacklist will only be used for this purpose and 
will not be merged with other data. This serves both your interest and our interest in complying with 
the legal requirements when sending newsletters (legitimate interest within the meaning of Art. 6 para. 
1 lit. f GDPR). Storage in the blacklist is not limited in time. You can object to the storage if your 
interests outweigh our legitimate interest. 

3.2 Exhibition stand 
We collect the following data from you at our stand so that we can send you further information about 
our companies, offers and services after the trade fair: Name, e-mail address, telephone number / 
mobile number. The data is then entered into our CRM system.  
The processing is based on a contract or pre-contractual measure in accordance with Art. 6 para. 1 lit. 
b GDPR.  
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Only our employees have access to our system. We have commissioned an external service provider 
to provide technical support for the CRM system: Fellow Consulting AG, Anzingerstraße 21, 85586 
Poing, Germany. An order processing agreement has been concluded with the service provider. 

4 Financial accounting 

4.1 Financial accounting 
We have mapped a process in the company in our IT systems to handle financial accounting. As part 
of this process, personal data of contact persons or billing information may be processed (name, 
address, e-mail address, telephone number, cell phone number). 

The processing is based on a legal requirement pursuant to Art. 6 para. 1 lit. c GDPR. Processing is 
necessary for compliance with a legal obligation to which the controller is subject (generally accepted 
accounting principles).  

The data is forwarded to our responsible tax advisor. 

The data is stored within the scope of the statutory retention obligations. 

4.2 Dunning procedure 
In the event of outstanding claims, these are sent a reminder and, in the event of non-payment, 
forwarded to service providers (lawyer, debt collection agency). For this purpose: Name, address and 
the amount of the outstanding claim are required.  

The processing is based on a contract or pre-contractual measure in accordance with Art. 6 para. 1 lit. 
b GDPR.  

The data is forwarded to the service provider (lawyer, debt collection agency, etc.). 

The data is stored within the scope of the statutory retention obligations. 

5 Facility Management  

5.1 Video surveillance system (access protection server room) 
In the server room, video cameras record all activities that are activated by motion detectors. These 
cameras are active outside business hours and are used to provide valuable evidence for law 
enforcement authorities in the event of unauthorized access. 

The processing of the data is based on a business purpose pursuant to Art. 6 para. 1 lit. f GDPR. The 
controller has a legitimate interest in controlling access to the server room and preventing or detecting 
criminal offenses. 

The data is not stored or passed on. The video material is deleted after 72 hours. 
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6 Miscellaneous  

6.1 Disposal of paper, files and data carriers 
Paper documents and data carriers containing personal data that are no longer required are 
destroyed. This complies with the deletion deadlines after the retention period.  

All data from the customer relationship can be found on the documents and paper media.  

The processing of the data is based on a legal requirement pursuant to Art. 6 para. 1 lit. c GDPR, the 
processing is necessary to fulfill a legal obligation to which the controller is subject. 

The data is passed on to the certified disposal companies Condrobs e.V., Berg-am-Laim-Straße 47, 
81673 Munich for data carriers and REISSWOLF International GmbH, Wilhelm-Bergner-Straße 3 A, 
21509 Glinde for the disposal of paper and files, which the controller commissions with the destruction 
and disposal. An order processing contract has been concluded with the service provider.  

The data is not stored. 

6.2 Sanctions list check 
EU companies are required by prohibitions to check employee data and business contacts for 
matches with the names on the sanctions lists and to carry out a comparison. Sanctions lists are 
based on various EU regulations (including EU Regulation 2580/2001), the so-called anti-terror 
regulations, and contain the names of persons, companies and states against which sanctions have 
been imposed for reasons of foreign or security policy. The name of the data subject is processed for 
this purpose. 

The check is carried out on the legal basis of Art. 6 para. 1 lit. (c) (legal obligation) or Art. 6 para. 1 lit. 
(f) GDPR (legitimate interest). The controller has a legitimate interest in not entering into business 
relationships with sanctioned persons. 

Your data will be stored on our systems within the scope of the statutory retention obligation. 

6.3 Data protection management 
You can contact the external data protection officer at any time by e-mail at 
info@datenbeschuetzerin.de or by telephone on 09921 88 22 9000.  

Your name, reason for the request, facts of the case and any data of the data subject stored in the 
system will be collected and stored. 

The processing of the data is based on the fulfillment of the contract in accordance with Art. 6 para. 1 
lit. b GDPR, which permits the processing of data for the fulfillment of a contract or pre-contractual 
measure (service contract, employment contract). 

The information will only be passed on with your consent. 

Your personal data will be stored for as long as required for the purpose. Statutory retention 
obligations remain unaffected.  
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7 Application 

7.1 Handling applicant data 
We offer you the opportunity to apply to us (e.g. by e-mail, post or via the online application form). In 
the following, we inform you about the scope, purpose and use of your personal data collected as part 
of the application process. We assure you that your data will be collected, processed and used in 
accordance with applicable data protection law and all other statutory provisions and that your data 
will be treated in strict confidence. 

7.2 Scope and purpose of data collection 
If you send us an application, we will process your associated personal data (e.g. contact and 
communication data, application documents, notes taken during job interviews, etc.) insofar as this is 
necessary to decide on the establishment of an employment relationship. The legal basis for this is § 
26 BDSG under German law (initiation of an employment relationship), Art. 6 para. 1 lit. b GDPR 
(general contract initiation) and - if you have given your consent - Art. 6 para. 1 lit. a GDPR. Consent 
can be revoked at any time. Your personal data will only be passed on within our company to persons 
who are involved in processing your application. 

If the application is successful, the data submitted by you will be stored in our data processing 
systems on the basis of Section 26 BDSG and Art. 6 para. 1 lit. b GDPR for the purpose of 
implementing the employment relationship. 

7.3 Data retention period 
If we are unable to make you a job offer, you reject a job offer or withdraw your application, we reserve 
the right to retain the data you have submitted on the basis of our legitimate interests (Art. 6 para. 1 lit. 
f GDPR) for up to 6 months from the end of the application process (rejection or withdrawal of the 
application). The data will then be deleted and the physical application documents destroyed. The 
retention serves in particular as evidence in the event of a legal dispute. If it is apparent that the data 
will be required after the 6-month period has expired (e.g. due to an impending or pending legal 
dispute), the data will only be deleted when the purpose for further storage no longer applies. 

Longer storage may also take place if you have given your consent (Art. 6 para. 1 lit. a GDPR) or if 
statutory retention obligations prevent deletion. 

7.4 Inclusion in the applicant pool 
If we do not make you a job offer, you may have the opportunity to be included in our applicant pool. If 
you are accepted, all documents and information from your application will be transferred to the 
applicant pool in order to contact you in the event of suitable vacancies. 

Inclusion in the applicant pool takes place exclusively on the basis of your express consent (Art. 6 
para. 1 lit. a GDPR). Giving consent is voluntary and is not related to the current application process. 
The data subject can withdraw their consent at any time. In this case, the data will be irrevocably 
deleted from the applicant pool, provided there are no legal grounds for retention. 

The data from the applicant pool will be irrevocably deleted no later than two years after consent has 
been granted. 
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8 Our social media presence 

8.1 Data processing by social networks 

We maintain publicly accessible profiles on social networks. The individual social networks we use are 
listed below. 

Social networks such as Facebook, Twitter etc. can generally analyse your user behaviour 
comprehensively when you visit their website or a website with integrated social media content (e.g. 
like buttons or advertising banners). Visiting our social media presences triggers numerous data 
protection-relevant processing operations. In detail: 

If you are logged into your social media account and visit our social media presence, the operator of 
the social media portal can assign this visit to your user account. However, your personal data may 
also be collected if you are not logged in or do not have an account with the respective social media 
portal. In this case, this data collection takes place, for example, via cookies that are stored on your 
end device or by recording your IP address. 

With the help of the data collected in this way, the operators of the social media portals can create 
user profiles in which your preferences and interests are stored. In this way, interest-based advertising 
can be displayed to you inside and outside the respective social media presence. If you have an 
account with the respective social network, the interest-based advertising can be displayed on all 
devices on which you are logged in or were logged in. 

Please also note that we cannot track all processing operations on the social media portals. 
Depending on the provider, further processing operations may therefore be carried out by the 
operators of the social media portals. For details, please refer to the terms of use and data protection 
provisions of the respective social media portals. 

8.2 Legal Basis 

Our social media presence is intended to ensure the widest possible presence on the 
Internet. This is a legitimate interest within the meaning of Art. 6 para. 1 lit. f GDPR. 
The analysis processes initiated by the social networks may be based on different 
legal bases, which must be specified by the operators of the social networks (e.g. 
consent within the meaning of Art. 6 para. 1 lit. a GDPR). 

8.3 Responsible party and assertion of rights 
If you visit one of our social media sites (e.g. Facebook), we are jointly responsible with the operator of 
the social media platform for the data processing operations triggered during this visit. You can assert 
your rights (information, rectification, erasure, restriction of processing, data portability and complaint) 
both against us and against the operator of the respective social media portal (e.g. against Facebook). 

Please note that, despite our joint responsibility with the social media portal operators, we do not have 
full control over the data processing operations of the social media portals. Our options are largely 
determined by the company policy of the respective provider. 

8.4 Duration of storage 
The data collected directly by us via the social media presence will be deleted from our systems as 
soon as you ask us to delete it, revoke your consent to storage or the purpose for data storage no 
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longer applies. Stored cookies remain on your end device until you delete them. Mandatory statutory 
provisions - in particular retention periods - remain unaffected. 

We have no influence on the storage period of your data that is stored by the operators of the social 
networks for their own purposes. For details, please contact the operators of the social networks 
directly (e.g. in their privacy policy, see below). 

8.5 Social networks in detail  

8.5.1 LinkedIn 
We have a profile on LinkedIn. The provider is LinkedIn Ireland Unlimited Company, Wilton Plaza, 
Wilton Place, Dublin 2, Ireland. LinkedIn uses advertising cookies. 

If you wish to deactivate LinkedIn advertising cookies, please use the following link: 
https://www.linkedin.com/psettings/guest-controls/retargeting-opt-out. 

Data transfer to the USA is based on the standard contractual clauses of the EU Commission. Details 
can be found here: https://www.linkedin.com/legal/l/dpa and https://www.linkedin.com/legal/l/eu-sccs. 

Details on how they handle your personal data can be found in LinkedIn's privacy policy: 
https://www.linkedin.com/legal/privacy-policy. 

The company is certified in accordance with the "EU-US Data Privacy Framework" (DPF). The DPF is 
an agreement between the European Union and the USA that is intended to ensure compliance with 
European data protection standards for data processing in the USA. Every company certified under 
the DPF undertakes to comply with these data protection standards. Further information on this can be 
obtained from the provider at the following link: https://www.dataprivacyframework.gov/list 

 

https://www.linkedin.com/psettings/guest-controls/retargeting-opt-out
https://www.linkedin.com/legal/l/eu-sccs
https://www.linkedin.com/legal/privacy-policy
https://www.dataprivacyframework.gov/list

